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NOTE: This version of PSS is compatible with LION OS X 10.7
Step 1
Connect your DVR into a Modem or Router using basic Ethernet / Cat-5 cable
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Step 2

Identify your Network IP Address

Click on the top left for “Network Connection” Click on “Open Network Preference (note: Please make sure you are
connected to the same router as the DVR):
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Join Other Network...
Create Network...
Open Network Preferences.
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Look for Router address. Please make a note of the Router Address as you will be needing it in order to access
the router

Hint: If your Router is 192.168.1.1 you can access the DVR without changing the current IP information default
IP would be 192.168.1.108 skip step 3

Step 3
Assign a unique IP Address to the DVR

Go to your DVR and right click and go to MAIN MENU, click on SETTING, and then NETWORK.

Set it to DHCP

{192 . 168
k§255 . 255
192 . 168

™

37777

37778

Fluency

DNS Use the following DNS server address
IP FILTER Trusted Sites:0

NTP NTPServer: 10

MULTICAST 239.255.42.42

Default { save ! Cancel

Save then reboot the DVR (Once back on go back to the network settings and see it populate) again the
“gateway” is your router address

Step 4 Open Ports on Router for Remote View

Log into your network Router by typing the Default Gateway IP into the Address Bar on your Safari browser (For
Example: 192.168.1.1). You will be prompted to enter your Router’s user name and password. Please refer to your
Router’s manual to obtain this information.



LTV SecurityPros.com

*Seeing is Believing*

Default User name for NETGEAR is “admin” and password is “password”

The server 192.168.1.1 at WRT54G requires a username and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

| User name |

| Password |

[C] Remember my credentials

[ ok || cancel |

Once you get onto your router’s main page the next step is to configure your network for remote access. In order to do
this, you will need to configure your router's port forwarding settings.

The port forwarding process varies dependent upon router model. You can visit www.portforward.com for a list
of guides by router model. You can also contact your router provider with additional questions regarding the

port forwarding process. In this example we are using a NETGEAR Router.

File Edit View History Bookmarks Tools Help
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router manager
G54 Wireless Router

Setup Wizard Port Forwarding / Port Triggering
Add WPS Client

Please select the service type.

«
Basic Settings Port Forwarding

Wireless Settings " Port Triggering

Guest Network

Service Name Server IP Address
Voo= = | [Am 4 192 [168 [o Add
Block Sites
Block Servi # Service Name Start Port End Port Server IP Address
lock Services
Schedule g webcam 80 80 192.168.x.x
E-mail 1 webcam2 37777 37777 192.168.x.x
Router Status
Attached Devices Edit Service ] Delete Service I

Backup Settings

Set Password Add Custom Service |

Router Upgrade

STEP: 2 Click Add Custom Service

Wireless Settings
Wireless
Repeating
Function

Port Forwarding /
Port Triggering STEP: 1 Click Port Forward

Step 1: Click on port Forwarding
Step 2: Click on Add Custom Service you will need to do this process twice (Fig 1-1)
Ports to forward : 80 & 37777
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NETGEAR

router manager
RangeMax™ NEXT Wireless Router

E-mail i P
Ports - Custom Services

Router Status
Attached Devices Senice Name Webcam

Backup Settings Senice Type: ITCP/UDP -l

Set Password Starting Port: F:o— {1~65534)

Router Upgrade Ending Port. IT (1~65534)

Server IP Address {192 .|168 .| x .| x

Wireless Settings
Port Forwarding / -
Port Triggering _AEEMMJ

Figure 1-1

You can check that the port is open by going to www.canyouseeme.org . Enter the port (80 & 3777) in the box and
click check

CanYouSeeMe.org - Open Port Check Tool

This page will serve as a free utility for remotely verifying a port is open or closed. It will be useful for

or ISP is blocking certain ports.

Your IP:  68.183.161.146 Common Ports

What Port? 80 e 2
88H 22

Telnet 23
SMTP 23
Web 30
Pop 3 110
IMAP 143
Other Applications
Femote Desktop 33589

PC Anvwhers 3631

Sucess: [ could not see yvour service on 68.183.161.146 on port (80)


http://www.canyouseeme.org/
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Dynamic IP Redirator

After Port Forwarding is completed, go to no-ip.com to create a free domain name to access the dvr.

) www.no-ip.com

On the Home page click on NO-IP Free

Upgrade your No-
to unlock many
Register Your Domaid |Wf" [~ m eatures.

Maximize uptime and add

DNS infrastructure.
- \ Create a FREE Outsource your — 4 Configure your
K 1 / hostname to point j’ mail service # router to work with
to your dynamic IP \1 administration w}No-\Pcom
_r ’

See what over 10+ million users Packages including 100MB to 2GB Our DDNS is included in many

are talking about. of storage, webmail access, hardware routers
Try us for FREE! advanced spam and virus filtering! We'll help you get started.

As low as $19.95 per year.

Stay Connected

Learn More > Learn More > Learn More > — P —

Creating an account is easy, simply fill out the form and be sure to include a valid email address for the confirmation
email to be sent to. You must use a legitimate email address as it will request you to confirm it.

+ Create Your No-IP Account
IT yous airscdy have an account then you can (sign in hers
i) About You:
First Hame:
LastMame: [ |

How did you hear about us?:

ZipiPostal Code:

Intended Use?

Q) Acecount Information:
Email:
Password:
Confirm Password:

“3» Account Access:

Security Question:

Your Answer:

Birthday:

& Account Verification:

30-196
glcegir

Type the two words above:

:___t Terms of Service:

Plaase review our Terms of Sarvics (TO2) below. By crealing an account you are agreeing fo our TOS and Priacy Policy. The
TS states jou may only have one (1) free 3ccount, and at creation of muRigle Wil FesuR i 1 of 3l of
four Acounts.

DI agree that | will only create one free No-IP account.
Tems of Sanice

[m] »

1. ACCERTANCE OF TERMS

No=IF 00m |5 @0 Inlemet-DEsed Wed sihe iat ofiers DNS Hosting, dynamic DNS, URL Redirection, emall
nosting. domaln mame regisiration, sener monkoring, 3nd sofware Wilkks (each 3 "Senios” and
collectiely “Sanices"). VRahwerks iniemet Sokutions, LLC, doing business 35 No-IP.com,

By cliciking on 1 Accapt’ below W

1

agresing to the Terms of Sarvics the Privacy Policy.

1 Aceapt, Craati my Account

5



SecurityPros.com

*Seeing is Believing*

Once confirmed and logged in please click on Add a Host

Cli

® for more info )
Usernames Now Available

| Mo-IP is now allowing usernames as an option for logging into the website and dynamic update client

2417 Server Monitoring authentication. Usernames will come in handy when using a third party dynamic update client that

2 ' and Failover has username character limitations.
Click here for more info
g Need Help? Note: Make sure the username you create is what you want as they cannot be changed once you
set them. Usernames must be 6-15 characters.

+ Support Center
+ Basic Troubleshooting

Guide welcome to your No-IP! Last Login: 2011-11-09 10:08:40 from IP 95.119.126.112
hgocpnorilickat You have successfully logged into No-IP's member section. To start using No-IP's services select an icon below or choose
+ ContactUs an item from the navigation above.

Manage Domains Add Domain Refer Friend Add a Host Manage Hosts

Find a Domain Name [com [

+/ Own a domain name? A Your No-IP Ale

Create a Hostname (Keep the name simple this will be your permanent address)
Note: Make sure you select DNS Host(A)

5SL Certificates Renew/Activate

+ Manage Hosts

Fill out the following fields to configure your host. After you are done olidk ‘Create Host' to add your host.
+ Manage Groups
+ Download Client

+ Upgrade to Enhanced

* Chwn a domain name?
Use your own domain name with our DNS system. Add your domain name now or read more for pricing and features.

4
QN it
- for your mail server?
@

Hostname: [ cotvsecuritypros ne-ip.info [=]
-

DNS H ey DMS Host (R d Robin) myftp.biz
Host Type: % ost (A) ost {Reund Robind — opn org
. . myvnc.com
9 ') Port 80 Redirect '_) Web Redirect no-ip.biz
Click hers formare infa
IP Address: [92.119.128.112 ne-ip.erg =1
redirectme. net
Need Help? Assign te Group: | - No Group - f  servebeer.com @
g P | o =reue El : serveblog.net
* 5 1t Cent j i
up.p:% e . Enable Wildcard: Wildcards are 8 Flus / Enhanced festure. Upg) servecountensiiie.com
* Basic Troubleshooting serveftp.com
Guide SEMVEQame. Com
* Support Ticket servehalflife.com

servehttp.com

+ Accept Mail for your Domain SETVeirc.com

Let No-IP do the dirty work. Setup POP or forwarding for your name, | S=EmP2.com
servepics.com

servequake.com

: : sytes.net -
o M
lj [_\j m MX Record MX Priority

Enter the name of your external mail exchangers {mx records) as hostnames not IP addresses.

| [s = a

If you would like a more MX records, please upgrade to Mo-IP Flus or Enhanced.

* Contact Us

m

m Create Host

Then Click Create Host (please make a note of your email address/User name, password & hostname)
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DDNS DVR Configuration

If this | the first time you have logged into your DVR Please click HERE first

Once you have opened PSS and logged into your DVR you will need to
Go to Device List
Right click on your DVR click “Advanced” Then “Device Config”

4.0

Log out

Talk Audio Format
Sync device time Advanced
Reboot

Device Manage

PTZ Direction
PTZ Advanced
Tools

Setting Manage

moF RR T T B B B TR B B = 128 e

GEN IV T, ‘:o = )ty Zif < O ““““““

TECHNOLOGY

Task Alarm  Playback  E-map Config clboval

Then Click on network and click on the file tab for DDNS.
Sl Control Panel - HETWORK

BB Query System Info Ethernet Fort Port 01 ~| [ DHCP

[ VERSION T
_Bf HOD INFO IP Address 192 168 . 1 102 MacAddess  |52544cfEEEdD
Bf LOG Subnet Mask 255 255 295 . 0
=i System Config Gateway 192 168 . 1 .1
[ GEMERAL
[ ENCODE Device Name DVR
{3 SCHEDULE TCP Part 37777 HTTP Pat ET
-3 Rs32 UDP Port 3778 Max Connection [10
=] NETWORK
= [ EMAIL I™ Transfer Latercy ™ LAN Download
[ DDNS L
31 NAS
[ NTP Service Type MULTICAST -
i ALARM CENTE | [ls=cNare IP Address . @
-3 ALARM Passward  Pa
36E6E 1~E5535
[ DETECT

-2 PAN/TILT/ZOOM
-3 DEFAULT/BACKUP

-4 ADVANCED

{22 HDD MANAGEMET

{23 ABNORMITY

13 Alarm /O Config

-7 Record

-7 ACCOUNT Save Refresh
[ SMNAPSHOT

{27 AUTO MAINTENAI
=[5 ADDTIONAL FUNCTIC ™

“ n 8
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Select DDNS type “NO-IP DDNS” & Check enable

Server IP: “dynupdate.no-ip.com”

Domain name: the host name that you created in NO-IP.com (ex: cctvsecuritypro.no-ip.info)

User name: the email or user name that you created in NO-IP.com (ex: sales@cctvsecuritypros.com)

Password: the password that you created in NO-IP.com

Configuration W [T
= Control Panel - DOMS
£ [Bf Query System Infe DDNS Type NO-IP DDMNS = | Enable
[Bf VERSION
[&# HOD INFO Sever P [ dyrupdate.no-ip.com
[ 106 oo C—

S-4T System Config
[ GEMNERAL Diomain M ame Fm':l'rpmrho—'p_'rm
i@ ENCODE Liser Name Im
[ SCHEDULE
= RS232 Passwced Ii
=3 NETWORK v Irbarvalieac] 1 0~20000
[ EMAIL
£5 DDNS =
[ MAS
[ NTP
[ ALARM CENTE
[ ALARM
G DETECT
[ PAN/TILT/ZOOM
[ DEFAULT/BACKLIP
= %y ADVANCED
3 HOD MANAGEMES
[ ABNORMITY
[ Alarm 10 Config
[ Record
[ ACCOUNT Save Refiesh
[ SNAPSHOT —I —I
] AUTO MAINTENAI

+ ARPTIARIAL CF TR ™

That completes this section of the network configuration, the host name that you created ex.
cctvsecuritypros.dyndns.org is best to test outside your network.

If you ever have trouble with any step of this remote viewing setup guide please don’t hesitate to contact technical
support at 1-888-653-2288.



