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STEP 1 - LAN (Local Area Network) Setup

Note: If you only plan on viewing DVR on your own network, you will be able to do so after
completing Part I.

1: Connect your DVR into a Modem or Router using basic Ethernet / Cat-5 cable
EET

2: Log in to your DVR. If this is the first time logging in, you can use the default usernames and
passwords. There are three which are listed in the box below.

Username: admin, Password: admin
Username: 888888, Password: 888888

Username: 666666, Password: 666666

3: Once in the Main Menu, go to Settings and then go to Network

4: In the Network settings, next to where it shows the IP address you will see a small box that
says DHCP. Click on this box so that it is highlighted “white”. It may change your IP address or
even change all of the digits to all 0’s. This is OK. Select“ Save” and then simply reboot the
DVR. You can hold in the power button on the front right hand side for about 3 to 5 seconds
until it powers down. Press the power button again to reboot.

Note: By Selecting the DHCP box and rebooting the DVR, we are now asking the DVR to
communicate with the router and assign a unique IP address to the DVR.

DMNS

IP FILTER
MNTP
MULTICAST

Defauh

5: Once powered back on, go back into the Network settings. Here you will see an IP
address. This is your DVR's IP address. Please write this address down. The Default
Gateway address is your router’s IPad dress. Write this down as well. You will need this
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information shortly. Now, make sure you uncheck the DHCP box so it is no longer highlighted
and select “Save”.

Warning: If after rebooting the DVR still has all 0’s as the IP address,  you are not
communicating with your router properly. Please check all connections, check your routers port
and/or try using a different cable. After you have done a thorough diagnostic exam of your
cables & connections then try rebooting the DVR again. If you are still experiencing all 0’ s, then
try rebooting your router and/or referring to your routers user manual for further connectivity
troubleshooting.

6: At this point we will perform a quick test just to be sure that you do not have more than one
router and that the computer you are using is on the same network as your DVR.

First, go to the start menu on your computer and either type in “ run” in the search box or if
there is an option you can just select“ run” from the start menu.

=) L3IMErd aNd LV TTOUBIESNOOTING TIPS
Control Panel
EFAQ

Printers

)'4 Search Everywhere -
)'9 Searc the Inga

Once you have opened the “run” window type “emd” to bring up the command menu.

S —

==  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Cpen: m -

| ok || concel || Browse. |

=

At the curser in the command menu, simply type “ ipconfig”.
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BY C\Windows\system32\cmd.exe |EIE|—E_3-J

Microsoft Windows [Uersion 6.B.6HBZ]
Copyright (c> 20086 Microsoft Corporation. A1l rights reserved.

C:wUsers Ouner>ipconf iy

This will show you your Gateway address (Router’s IP address). Make sure it matches the

Default Gateway address that you wrote down from the DVR’s network settings.  There will
also be an IP address shown. You are not concerned with this IP address. It is the IP address
of the actual computer that you are using to perform this test. Each and every device connected
to the network (i.e. computers, printers, DVR’s, game consoles, etc.) has its own unique IP
address.

B Command Prompt |ﬂ|i—J

Microsoft Windows [Uersion 6.8.68821 u
Copyright (c) 2806 Microsoft Corporation. All rights reserved. |

C:%UszerssOuner>ipconf iy

Hindows IP Configuration

Hireless LAM adapter Wireless MNetwork Connection:

Connection—specific DHNS Suffix . =

Link-local IPv6 Address . . . . - »refB:28ebivefl tdi23Taalxl2
IPv4 Address. . . . . . . . . . 4= 192.168.1.9

Subnet Mask : 255 .255.255.8

Default Gateway ; 192.168.1.1

Ethernet adapter Local Area Connection:

\—

7: You now have access to your DVR from any computer on the same network only. In order to
view your DVR simply type in your DVR's IP address into your Internet Explorer browser. This
is the address you wrote down earlier in Step 4 (example: 192.168.1.108). Please be aware
that your DVR’s assigned IP address may very well be different from below example.

{j Yahoo! - Windows Internet Explorer

Note: When visiting your DVR from any computer for the first time, you will automatically be
prompted to install the Active X plug-in. In the next step we will show you how to temporarily
adjust your security settings in order to enable this safe download.

¥ This website wants to run the following add-on:
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8: In order to install Active X, go to TOOLS> INTERNET OPTIONS> SECURITY> CUSTOM
LEVEL...and then scroll down under the A ctive X options and check the enable button for the
options that says “Download signed Active X", “Download unsigned Active X" and
“Initialize and script active x controls not marked as safe” . Click OK, then Yes to the
security warning (we are going to reset your security settings in a moment) and then OK again
to close the Internet Options screen.

* [ Amazon R 2 [fiemet Options Security Settings - Internet Zone X ]
R <
- —
M —
[ v [ M v Pagev Safety( Tools * b | Generaf Security Jprivacy | Content | Connections | programs [ advanced| || Settings
[@ Diagnose Connection Problems = @ Disable B
SoRimeE s o Select a zone to view or change security settings. ) Enable b
"fJ Reopen Last Browsing Session 0 & J @ |#| Download signed ActiveX controls {not secure)
- : f). Disable
m Pop-up Blocker » Internet  Localintranet Trusted sites RE:EE:EU Enable ((not sgcurez 5 |:‘
I Prompt (recommende
[ Manage Add-ons Internet = |#| Download unsigned ActiveX controls (not secure)
0 This zone is for Internet websites, iy, Disable (recommended)
rew except those listed in trusted and é
v Work Offline restricted zones, [0 JEnable (not secure)
] - () Prompt
& Compatibility View Security level for this zone 9| Initialize and script ActiveX controls not marked as safe for s
Compatibility View Settings pm, Disable (recommended)
6. Custom @ Enable (not secure)
; Full Screen Fi1 Custom settings, () Prompt
- -To change the settings; dick Custom level. Only allow approved domains to use ActiveX without prompt —
8 Toolbars D -To use the recommended settings, click Default level. L & ynir=k|= PP prome |:‘
Explorer Bars 4 Ll n | '
9. 7] Enable Protected Mode fiza astagfing Internet Explorer) *Takes effect after you restart Internet Explorer
10. { <% Developer Tools F12 ‘ Defauit level Reset custom settings |
Reset to: i i
Suggested Sites Reset all zones to default level ese [Medlum-hlgh (defauit) v] [ Rescies ]

Y & g ) —
UV T wiat |

After the Internet options menu is closed you will see another pop up banner going all the way
across the top of the screen. Scroll over or right click on this pop up and select the install
Active X or Download plug in. Once the Active X plug in is installed you will see the log in
screen for your DVR.

Note: Before you log into your DVR, go back to the pop up banner and right click on it. Select
the first option “ Fix Settings”. If the pop up banner is no longer dis  played you can also go into
TOOLS> INTERNET OPTIONS> SECURITY and select RESTORE DEFAULT SECURITY
SETTINGS.

9: To log into your DVR through Web Service, you will be using the same username and
password that you used for the DVR above which was “admin” & “admin” .

User Mame:

Password:

Type RE*d
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10: You should now see the screen for your cameras. To open all of the cameras in order, click
in the first box so that it is outlined in green. Then in the menu on the left hand side, select
“Open All”. You can configure the cameras in a different order by clicking the box so that it is
highlighted in green and then click on the camera icon for the camera that you want to open

there.

Tip: At the very bottom of this screen you will see a number of different icons for various screen
configurations. Select the one that you prefer. Also, to bring one camera to a full screen view,
just double click on the box with the video from that camera.

WEB senvice SEARCH

(1= e’ % 192.16 23-2-485Kbps 52 e v i 0 X

: ; ==,
2011-05-2612370358 _:-‘-. 20R05-26 23103:57

| o B |

TS ! | ]

. ||

StartDialog| ¥

Local Play. Refresh

Ea v G X

2011-05-26 23:03:58 2011-05-26 23:03:57

Congratulations!!! You are now able to view your cameras from any computer on your
network.

If you only wish to view your cameras from a computer that is on the same network then you are
finished. To view your cameras again simply type in the DVR’s IP address into the Internet
Explorer browser. You will only have to go through the installation steps for the Active X plug in
if you are trying to access your DVR from a different computer on the network for the very first

time.

In order to view your cameras remotely from outside of your network, please go on to
complete Steps 2 & 3.
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STEP 2 - PORT FORWARDING

Note: In Step 1, we showed you how to view your DVR on your own private network. In Step 2
we will show you how to view the DVR from outside your private network over the internet.
Right now the firewall settings in your router are preventing other people from accessing your
network. We will need to open a couple ports on you router so that you will have access from
the outside.

1: Every router is password protected and has its own specific steps for port forwarding.
Regarding the passwords they are usually something simple. Often the default passwords have
never been changed. We recommend visiting www.portforward.com which contains an
extensive list of default passwords for every model router along with a guide showing how to
forward the ports.

f:" Port Forwarding Guides Listed by Manufacturer and Model - PortForward.com - Windows Internet Explorer

@ - * http://portforward.com/
File Edit View Favorites Tools Help
G! - | | SEARCH ~ <|b @Bookmarks' Mail - @ Weather ~ |E| Flickr = g Finance -

sy Favorites q: Port Forwarding Guides Listed by Manufacturer a... |

RORDEORWARD

- S L - s i -
FREE HELP setting up your l'm:' or firewall

On the homepage, scroll all the way down until you see your router model. Select your router.
The next screen is an advertisement. You can click “skip this advertisement”in  the top right
hand corner to get to the next screen.

On the following screen you can select any random application. We do not care which
application you select - we are simply selecting any application just to find out the port
forwarding process.

After selecting an application, you will be brought to a screen that will show you how to log in to
your router with default usernames and passwords in case you do not already know your
routers login info. A lot of these applications also start off by telling you to get a Static IP
address and they say that it is a must. That is not the case for setting up your DVR for remote
view. It's fine if you have a static IP address but static IP is not required. Follow the steps
for port forwarding.

Important: You want to port forward ports 80 & 37777. Open or Start at 80 & Close or End at
80. For the type of protocol select both TCP & UDP. If you only have the option on your router
to use one, choose the TCP protocol. The IP address that you want to forward to is the DVR’s
network address. Also check “enable.” Do the same thing for port 37777 and then save.

Below are a couple screenshot examples of the process using a Netgear model router.
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/= NETGEAR Router - Windows Internet Explorer

& | http:/192.168.1.1/cgi-bin/index.html

File Edit View Fawvorites Tools Help

9! - | SEARCH ~ 4|> @-Bcﬂ:\kr‘tﬂarksv §

hp Favorites & NETGEAR Router

NETGEAR

roufer manager
RangeMax™ Wireless Router

Attached Devices - Basic Settings

Backup Settings

Set Password

Router Upgrade Does Your Internet Connection Require A Login?
7 Yes

Wireless Settings @ Mo

Wireless Repeating

Function

Port Forwarding / Account Name(lf Reguired)

Port Triggering

VWAN Setup Domain Name (If Required)

LAN Setup

Dynamic DNS Internet IP Address

Static Routes @ Get Dynamically Fram ISP

Remote ) Use Static IP Address

Management IP Address

- T | [P it T L — |

¢ Favorites | @ NETGEAR Router

NETGEAR

router mandager
RangeMax™ Wireless Router

Attached Devi .
ached Tevices Ports - Custom Services
Backup Settings
Set Password
Router Upgrade Senice Name mydvr
Protocol v
Wireless Settings rotoee TCP/UDP
Wireless Repeating Starting Fort &0 (1~65535)
Function . o]
Ending Port 80 1~G5535
Port Forwarding / ( :
Port Triggering Server P Address 192 . 168 . 1 . 108
VWAN Setup
LAN Setup [Apply] [ Cancel ]
Dynamic DNS
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Included below are instructions for four of the “most common” routers. These manuals can also
be found under the technical support tab on our website.

Linksys:
http://site.cctvsecuritypros.com/2011/spdf/linksysremoteview.pdf

Netgear:
http://site.cctvsecuritypros.com/2011/spdf/netgear.pdf

AT&T:
http://site.cctvsecuritypros.com/2011/spdf/attremoteview.pdf

Verizon:
http://site.cctvsecuritypros.com/2011/spdf/verzionconfig.pdf

2: At this point we will perform a quick test just to be sure that everything is configured correctly
and your ports have been opened. Go to www.canyouseeme.org . Here you will see your
Internet (Public) IP address. Underneath that is a box. In the empty box type in port 37777 first
and select the check button. Look down below and you will either see a red error message or
a green success message.

If you see a red error message, you have not configured the settings correctly. If you see a
success message continue to check port 80. If you get a success message for port 37777, but
an error message for port 80 then you have configured the settings correctly, but your internet
provider is blocking port 80.

A lot of people use port 80 to host their own website, and some internet providers block port 80
because they want you to pay for website hosting services. If that is the case, go back into your
router settings and change the port 80 to port 88. If you do this, also go into your DVR's

network settings where we found your DVR’s IP address and gateway address and next to the

http port change it from 80 to 88. Go back to www.canyouseeme.org and check port 88.

ﬂ" Open Port Check Tool - Windows Internet Explorer

@ & el & | http://www.canyouseeme.org/

File Edit View BENENCEN Tools Help

9! - | SEARCH - <|> @Bookmarks' Mail - .-_-‘"‘EB Weather ~ |E| Flickr =

54 Favorites & Open Port Check Tool

CanYouSeeMe.org - Open Port Check Tool

This page will serve as a free utility for remotely verifying a port is open or closed. It will be us
see if a server is running or a firewall or ISP is blocking certain ports.

YourIP: 68.46,158.80 Common Ports
What Port @ FTP 21
M | SSH 22

Check S -
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After you get a success message on both ports you have successfully configured you port
forwarding settings and can continue to the last step of setting up your own host name on
www.dyndns.org
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STEP 3 - DYNDNS Hostname Setup

Note: You either have a static IP address for which you are paying a premium or you have a
dynamic IP address that comes with your Internet service. This is your Internet IP address.

Most residential customers have a dynamic IP address. A dynamic IP address changes very
frequently. It can change monthly, weekly, daily or even every time you sign onto the Internet.
Your Internet IP address is what you need to enter into the Internet Explorer browser in order to
access your DVR through your router and view over the internet. Since Dynamic IP addresses
change so frequently, we are going to sign up for a free service that will automatically track your
IP address for you. All you will have to remember is your “ Hostname” which we are about to
create. Upon completion, you will be able to view your DVR remotely over the internet by
simply entering your Hostname into your Internet Explorer browser.

1: Go to: www.dyndns.org

2: Underneath Free Domain Name click the link that says Dynamic DNS service

) DynDNS...

Why DynDNS. com? Services & Pricing Support Have an account? RG]

R_ock s_:_o!_i_gl_,_ ?F?_'?!Pﬁf-‘_ D N §_tl_'|_at just WORKS

r all the way up to
sy, yet Robust. Let us

ﬁﬁ Start Your Company & Domain

Enter your new or current domain name to build a customized suite
of world dass managed DNS and Mail services,

3: Click the box that says “ Create Free Hostname”

4: Next to Hostname, type in a name that you will easily remember and on the drop down box to
the right select the end extension that you like. (dyndns.org or dyndns.tv are two short ones that
are easiest to remember, but you can choose any one that you like)
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20 e
Hostname: . |dyndns-free com |Z|
= Wildcard: I coreate ™*.host.dyndnz-yourdomain.com® alias
anhy for DyynDMNS Pro users (for example to use same settings for
www.host, dyndns-yourdomain. com)
Service Type: @ Host with IP address
= WebHop Redirect (URL forwarding service)

as = Offline Hostname

IP Address:

< Your current location's IP address is 68,46, 158,80 )

IPv6 Address (optional):

5: For the option that asks you to enter your IP address, click on the blue link directly
underneath which should automatically have your public Internet IP address populated. This
will fill it into the box for you.

There should be no reason that the IP address already there in blue is not your Internet IP, but if
you want to double check, you can go back to www.canyouseeme.org and your Internet IP
address will be automatically populated above the empty box where you entered the two ports
that you checked earlier.

6: Do not select anything else and select” Add to Cart” at the bottom.

7: On the following screen fill in this information by creating a username and password, and by
entering your email address. Agree to the terms and select” Create Account”.

Note: you may want to unselect the option to subscribe to their newsletter if you do not want to
receive emails from them.

8: Go to the email address that you entered in setting up an account and look for an email from
dyndns.org. You may have to check in your junk or spam folder

Hint: for Gmail accounts underneath the inbox option select “m  ore” to locate your spam folder .

9: Click on the link in your email from them (if you can not click on the link, simply copy and
paste the link into your Internet Explorer browser)

10: This will bring you back to their homepage. Sign in using the username and password you
created and go to your cart and proceed to check out. Notice that this is a free service. After
proceeding to checkout select “Activate”.  You will see that your new hostname is activated.
You are now finished creating a dyndns hostname!!

11: Enter your new hostname into the Internet Explorer browser. Enter http:// in front of the
hostname. If you had to change the one port from 80 to 88 then you will need to also enter :88
after the hostname. (example: http://securitypros.dyndns.tv or http://securitypros.dyndns:88)
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WER scrvice—....

User Mame: Elslggiiyl
Password: DT
Type it [=]

12: This will bring you to the Web Service page. Because your computer thinks that this is a
different website, you may have to install the Active X plug in again. Go to: Tools> Internet
Options> Security> Custom Level and then scroll down to the Active X options and select
Enable for “ Download Signed Active X", Download Unsigned Active X" & “Initialize and
script active x controls not marked as safe” , Select OK, then Yes and then OK again to
close the security settings menu.

13: Right click on the pop up banner that is running across the top of your screen to install the
Active X plug in. After you see the Log on screen for Web Service, click on the pop up banner
again and select“ Fix My Settings”.

14: Log in using the default username “admin” and the default password “admin”. Unle  ss you
changed it, then use the login info you created for your DVR.

Some routers are quirky and do not let you go in and out of the network. Your router may not let
you access your DVR using your new hostname (Public IP) because you are already on the
network and trying to access it again from outside the network. If everything was successful up
until this point, you are most likely still right on track.

You will need to check your hostname from a computer that is not on your network such as a
friend’s or neighbor’s house. You can use your DVR'’s IP address while using a computer on
the network and your dyndns hostname from everywhere else outside your network
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WEB service SEARCH

StartDialog| ¥

Local Play. Refresh

2011-09-26 23:03:98 2011-05-26 23:03:57
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